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ABSTRACT

We investigate symbolic approaches to Bounded Model Checking
(BMC) for the Linear Temporal Logic extended with epistemic
components (LTLK), interpreted over Interleaved Interpreted Sys-
tems. We propose two BMC translations for LTLK - one is based
on SAT and the other is based on BDD - which we have imple-
mented and tested on several benchmarks. We report on our exper-
imental results that reveal advantages and disadvantages of SAT-
versus BDD-based BMC for LTLK.

Categories and Subject Descriptors

F.3.1 [Specifying and Verifying and Reasoning about Programs]:
Specification techniques; D.2.4 [Software/Program Verification]:

Model checking; 1.2.4 [Knowledge Representation Formalisms

and Methods]: Modal logic, Temporal logic

General Terms

Verification, Theory, Performance

Keywords

SAT, BDD, Bounded Model Checking, Temporal Epistemic Logic
(LTLK), Interleaved Interpreted Systems

1. INTRODUCTION

Several approaches based on model checking [1] have been put
forward for verification of multi-agent systems (MAS) [2, 8, 9].
Typically, they employ combinations of epistemic logic with branch-
ing or linear temporal logic. Some approaches reduce the verifica-
tion problem to the one for plain temporal logic, while others treat
typical MAS modalities such as (distributed, common) knowledge
as first-class citizens and introduce novel algorithms for them.

In an attempt to alleviate the state-space explosion problem (i.e.,
an exponential growth of the system state space with the number of
the agents) two main BMC approaches have been proposed, based
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on either BDDs [3] or SAT [8]. However, these approaches deal
with the properties expressed in CTLK (i.e., CTL extended the with
epistemic component) only.

In this short paper we aim at completing the picture of apply-
ing mathods based on the BMC symbolic verification to MAS by
looking at the existential part of LTLK (i.e., ELTLK) interpreted
on interleaved interpreted systems (I1IS) [6]. 1IS are a special class
of interpreted systems (IS) in which only one action at a time is
performed in a global transition. Our original contribution con-
sists in defining two novel model checking methods for LTLK,
namely a SAT- and BDD-based BMC. The methods have been im-
plemented, tested, and compared with each other as well as with
the tool MCK [2] on three benchmarks for MAS. Our experimental
results reveal advantages and disadvantages of SAT- versus BDD-
based BMC for LTLK on MAS, which are consistent with compar-
isons for temporal logics. Although our methods are described for
IIS, they can be applied to IS as well, which we will show in our
future paper.

2. BMCFORELTLK

Our SAT- and BDD-based BMC methods for ELTLK are, to our
best knowledge, the first ones formally presented in the literature;
the manual for MCK states that the tool supports SAT-based BMC
for CTL*K. Unfortunately, no theory behind this implementation
has ever been published.

Let M be a model for a given IIS, ¢ - an ELTLK formula,
and £ > 0 - a bound. The problem of checking whether M is
a model for ¢ can be translated to the problem of checking the
satisfiability of the following propositional formula: [M, @] =
[M?*]x A [¢]a,k. The formula [M '], constrains the finite
number of symbolic k-paths to be valid k-paths of M, while the
formula [¢] s, encodes a number of constraints that must be satis-
fied on these sets of k-paths for ¢ to be satisfied. Once this transla-
tion is defined, checking satisfiability of an ELTLK formula can be
done by means of a SAT-solver. In the case of the BDD-based ap-
proach we reduce the ELTLK model checking problem to the prob-
lem of the ELTL model checking. When processing the verified
LTLK formula, the states of the model are labelled with the sub-
formulae that hold in these states. This approach is similar to the
approach proposed for CTL* [1]. To perform BMC using BDDs we
interleave the fixed-point computation of the reachable states with
executions of the state-labelling procedure for ELTLK. For details
details we refer the reader to [7] and [10].

3. EXPERIMENTAL RESULTS

We consider three benchmarks for which we give performance
evaluation of our two BMC algorithms and the BMC algorithm of
MCK for the verification of several properties expressed in ELTLK.



The tests have been performed on a computer with Intel Xeon
2 GHz processor and 4 GB of RAM, running Linux 2.6, with the
default limits of 2 GB of memory and 2000 seconds of time. For
every benchmark, each specification is given in the universal form,
for which we verify the corresponding counterexample formula,
i.e., the formula which is negated and interpreted existentially.

The presented approaches have been implemented as prototype
modules of the tool Verics [5]. All the benchmarks can be found at
http://verics.ipipan.waw.pl/bmcLTLK. z1ip, together
with instructions how to repeat our experiments.

Faulty Generic Pipeline Paradigm (FGPP) consists of Pro-
ducer, Consumer, and a chain of n intermediate Nodes transmitting
data, together with a chain of n Alarms enabled when some error
occurs. We consider the following specifications:

p1 = G(ProdSend — KcKpConsReady),

p2 = G(Problem, — (FRepair, V GAlarm,Send)),

3 = A\, G(Problem; — (FRepair; V GAlarm;Send)),

¢4 =N\, GKp(Problem; — (FRepair;VGAlarm;Send)).

A faulty train controller system (FTC) consists of a controller
and n trains (for n > 2), one of which is dysfunctional. We con-
sider the following specifications:

p1 = G(InTunnely = Krrain, (N\j—y 2InTunnel;)),

w2 =G(Krrain, /\lel,j:Q,i<j —(InTunnel; \InTunnel;)).

Dining Cryptographers (DC) is a scalable anonymity protocol,
which has been formalised and analysed in many works. Here we
assume the formalisation of DC in terms of a network of automata
[4], and we consider the following specifications:

1 =G(odd A —paidi — \/|_, Ki(paids)),

2 = G(—paidi — Ki(Vi_, paid;)),

w3 = G(Odd — C{l,-u,n}_‘(vzl:1 paidi)).

Performance evaluation. An important difference in perfor-
mance between the SAT- and BDD-based BMC reveals itself in
the FTC benchmark, where the BDD-based method performs much
better in terms of the total time and memory consumption. In the
case of FGPP, BDD-BMC is still more efficient, but the difference
is not that significant. Our SAT-based BMC significantly outper-
forms the BDD-based BMC for 2 of DC: SAT-BMC has com-
puted the results for 3500 cryptographers, whereas BDD-BMC for
41. The reason is that there are at most two symbolic k-paths, and
the length of the counterexamples is constant. This is also the case
for 3 of FGPP. The efficiency of BDD-BMC improves for the
formula ¢4 of FGPP comparing to 3, although they are similar.
The reason is the presence of the knowledge operator that causes
the partitioning of the problem to several smaller ELTL verification
problems, which are handled much better by the implementation of
the operations on BDDs. A noticeable superiority of SAT-BMC for
2 of DC follows from the long encoding times of the BDD for the
transition relation. The reordering of the BDD variables does not
cause any change of the performance in the case of FGPP and FTC,
but for DC it reduces the memory consumption. This means that
the fixed interleaving order we used can often be considered opti-
mal, but the loss in the verification time to reorder the variables,
in favour of reducing memory consumption, is also not significant
and is often worth the tradeoff. In the case of ¢3 for DC, SAT-
BMC was remarkably inferior to BDD-BMC, i.e., SAT-BMC man-
aged to compute the results only for 3 cryptographers in the time of
5400 seconds, whereas BDD-BMC managed to compute the results
for 17 cryptographers. This follows from the fact that ¢3 contains
the common knowledge operator, which requires many symbolic
k-paths to be analysed. For (1 of DC, our BDD-BMC has com-
puted the results for 14 cryptographers, outperforming SAT-BMC
(4 cryptographers). In most cases, BDD-BMC spends a consider-
able amount of time on encoding the system, whereas SAT-BMC

on verifying the formula. Therefore, BDD-BMC may provide ad-
ditional time gains when verifying multiple specifications of the
same system.

We have compared MCK with our methods for the cases where
the lengths of counterexamples scale correspondingly, thus min-
imising the factor played by different semantics. The comparison
shows that for FGPP and FTC our methods are superior to MCK
for all the tested formulae (sometimes by several orders of magni-
tude). There could be several reasons for this. While our approach
is especially optimised for LTLK, it is likely that MCK treats LTLK
formulae as CTL*K formulae, for which the translation is typically
much less efficient. MCK consumes all the available memory even
when formulae are surprisingly small (approx. 10° clauses and 10°
variables) compared to those successfully tested in our SAT-BMC
experiments (more than 108 clauses and variables in some cases).
However, it should be noted that MCK implements different se-
mantics of MAS, in which agents can perform independent actions
simultaneously in a single step of the protocol, what may result in
different counterexamples than given by IIS. This is the case of the
DC benchmark, where MCK can profit from the strong locality and
produces counterexamples of constant length, independently of the
number of cryptographers, for all the formulae, being able to ver-
ify 15, 32, and 14 cryptographers for @1, 2, and 3, respectively.
Using our approaches, we could verify, respectively, 14 cryptog-
raphers (BDD-BMC), 3500 (SAT-BMC), and 41 (BDD-BMC). We
can conclude from our analysis that the BDD- and SAT-based BMC
approches remain complementary and none of them is clearly su-
perior in general, whereas in most cases MCK seems to be inferior
to our BMC approaches.
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